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Phone “vishing” scam targets businesses

OLYMPIA —July 1, 2014 — Double-check that number before you call back. That’s the warning from
the Washington State Department of Revenue about voice messages being left from someone claiming
to be a Revenue employee.

Scammers are leaving messages and directing people to return the call on a toll-free number. Once a
person reaches the automated system, they are told to enter a code or hang up and dial an international
number. When they do, the caller is hit with phone charges.

Revenue uses an automated dialing system to contact business owners who have past due tax returns.
The correct phone number is 800-631-4028. However, Revenue never asks taxpayers to dial an
international number or charges fees for calling.

The number that scammers are using is similar to this toll-free number Revenue provides.

If taxpayers receive a message from someone with Revenue, they should check Revenue’s website to
confirm they have the correct number: http://dor.wa.gov/800.

Also consider contacting Revenue and making a report with Attorney General’s Office and Federal
Trade Commission consumer protection teams.
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About Revenue

The Department of Revenue is Washington state’s primary tax administration agency, nationally
recognized for innovation and service quality. In fiscal year 2013, Revenue collected more than $18
billion in tax revenues that support public schools, social services, health care, corrections, public
safety and natural resources conservation.

For tax assistance or to request this document in an alternate format, visit http://dor.wa.gov or call 1-800-647-7706.
Teletype (TTY) users may use the Washington Relay Service by calling 711.
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