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EXECUTIVE SUMMARY which includes the following information stated in a concise manner and formatted to facilitate 
review of the material.  

Question Guidacent Response 

Bidder Name, FEIN, UBI, address, phone, 
and representative’s name and contact 
information.  

Guidacent, Inc. 

FEIN: 45-3720106 

UBI: 603 154 118 
10900 Northeast 4th Street 
Suite 2300 
Bellevue, WA 98004 
425-655-2992 

Representative: Bob Morgan 
Managing Partner 
bob.morgan@guidacent.com 
206-931-8788 (M) 

Date Bidder is available to start work, if 
selected  

December 1, 2022 

Brief description of the company  Guidacent is a Washington State-based business and technology 
professional consulting and advisory services firm that specializes in 
implementing solutions with seasoned leaders to solve business 
challenges. Guidacent’s primary mission is to improve client success 
through trusted, scalable, measurable, and timely services, which focus 
on blended solutions that impact three key areas: Project Management, 
Data Integrity, and Cybersecurity. For more than a decade, Guidacent’s 
pool of veteran consultants help clients from multiple industries deliver 
mission-critical solutions to achieve their organizational goals. The 
following image illustrates some of our key service-line offerings. 
 
Guidacent is currently working with WSDOT and have received positive 
feedback related to the work we are engaged in the upgrading of their 
financial management software.  
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Question Guidacent Response 

Description of Bidder’s experience and 
history providing Fraud Analyst services 
for large complex information technology 
projects.  

Guidacent ThreatRecon™ Cybersecurity Practice  
Our ThreatRecon™ Cybersecurity Practice offers a highly focused 
portfolio of risk advisory and threat mitigation services that impacts 
customer defenses from the first day.  
These services assist Guidacent clients in their efforts to reduce the risk 
of a compromise associated with fraud and continue advancing their 
business operations.  Evaluating and improving existing security 
governance — with focus on Fraud Prevention, Data Privacy, and 
regulatory compliance — are core tenets of the ThreatRecon™ portfolio. 

Guidacent Cybersecurity Consulting Pedigree  

Electronic fraud affects a wide span of business operations across all 
sectors—especially financial and insurance-centric organizations. 
Guidacent’s ThreatRecon cybersecurity division considers the issue of 
“online fraud” as one of the key areas of concern that continues to 
escalate as a primary target point within business operations. Our 
approach to addressing this rapidly growing problem is based on ITIL, 
NIST and ISO guidelines for electronic fraud and aligned topics, Specific to 
the Healthcare Sector, ThreatRecon Fraud Analysts incorporate HIPAA 
and HITRUST guidelines and best practices. Guidacent’s team of 
ThreatRecon Fraud Analysts include: 

• Contributing to establishing the CVE standard for evaluating all 
cybersecurity attacks and vulnerabilities. 

• Authors of the Health Information Portability and Accountability 
Act (HIPAA). 

• Member organizers of the Department of Homeland Security. 

• Founding the industry’s first hacker research team and event 
(DefCon / Black Hat Briefings). 

• Founding members of the RSA Conference (more than 40,000 
attendees annually). 

• Establishing post-graduate degree programs at universities in the 
U.S. and Asia. 

• Planning & developing the structure for establishing a multi-site 
“follow-the-sun” Secure Operations Center for one of the world’s 
leading auto manufacturers. 

• Former application CISOs for the world’s largest franchise. 

• Deputy CISOs for global retail, “big box” and cruise lines. 

• Architects of cybersecurity “Zero Trust” Architectures for large 
health care organizations. 

• Former U.S. Department of Defense Information Warfare 
Specialists. 

• Contributing editors to the CISSP, CEH and Purdue CERIAS 
programs. 
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Bidder References, DOR requires the Bidder to provide three (3) references from clients who engaged Bidder specific to 
Fraud Analyst services and/or similar work. References must include the following, in order listed:  
 

Question Guidacent Response 

Reference 1 

Organization Name Glance Networks 

Organization Website Address https://ww2.glance.net 

Contact Name and Title Byron K. Thomas, Solutions Architect, ISMS Manager 

Contact Phone Number (617) 852-1329 

Contact Email Address bthomas@glance.net 

Name and Brief Description of the 
Project(s) 

Fraud/Cybersecurity workshop 

We sought Guidacent’s Cybersecurity expertise by contracting Guidacent to 
do a 3- day Fraud/Cybersecurity workshop that included a tabletop 
ransomware attack exercise  

 

Reference 2 

Organization Name Nutanix - Enterprise Cloud - Run Any Application at Any Scale 
Organization Website Address https://www.nutanix.com 
Contact Name and Title Alexandra Adams 
Contact Phone Number 425-449-6867 
Contact Email Address Alexandra.huft@nutanix.com 
Name and Brief Description of the 
Project(s) 

Security Projects and Tools Implementation 
Management of several detailed security projects as well as implementation of 
supporting tools.  

 

Reference 3 

Organization Name Nutanix - Enterprise Cloud - Run Any Application at Any Scale 

Organization Website Address https://www.nutanux.com 

Contact Name and Title Adam McDaid, Manager, Technical Programs 

Contact Phone Number 202-813-5545 

Contact Email Address Adam.mcdaid@nutanix.com 

Name and Brief Description of the 
Project(s) 

Compliance Projects 
Compliance and development of automated cloud asset tracking 
mechanism 
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COST. Fixed Hourly rate for each proposed Bidder(s). Indicate if Bidder is proposing a team or offering multiple staff for 
evaluation.  
Guidacent is presenting the below Fraud Analyst to work with the DOR 

Guidacent, Inc - Cost -  
Resource Name Title/Role Hourly Rate 
Ronald Sampson Fraud Analyst $160  
     

 



No. 4 Section Title Work Request Section 
 Proposed Staff Qualifications Section II, subsection 11. D. 

   
 

   
© 2022 Guidacent, Inc DOR-WR-K2104 Page 8 | 17 

 

 
 
PROPOSED CONSULTANT QUALIFICATIONS, which includes the following information stated in a concise manner and 
formatted to facilitate review of the material:  

Question Guidacent Response 

Consultant Name Ron Sampson 
Number of years’ experience providing 
Professional Expert Level Fraud Analyst services 
for a high dollar, multi-year system 
implementation projects, noting the number of 
those years were for government projects 

15 years’ working extensively with major organizations in the finance 
industry to manage structure, design implement processes, conduct 
compliance audits, and evaluations.  

Education Rutgers - New Brunswick, NJ 

Bachelor of Arts in Communications 

Certifications, including year received • Certified Data Privacy Solutions Engineer (CDPSE) – 1/28/2018 
• Certified Information Systems Manager (CISM) -4/9/2020 
• Certified Information Systems Auditor (CISA) – 9/17/2020 
• Certified Identity and Access Manager (CIAM) – 9/17/202 

 

List three (3) projects proposed staff provided Professional Expert Level Fraud Analyst services for, including the following 
information: 

Project #1 – Name: IT Process and Controls 
Project Objective Performed IT/Data access risk assessments using corporate methodology to 

identify, document and communicate control deficiencies in processes and 
technology systems. 

Project Start and End Dates 2012 - 2017 
Describe proposed staff role and 
responsibilities on each project, the length of 
the engagement, and if the proposed staff 
completed the engagement 

• Managed a team of 5 external consultants through the full audit cycle.  

• Identified and tested key controls, processes, and key risk indicators. 

• Identified customer transaction patterns indicative of suspicious activity 

and investigated inappropriate and/or fraudulent activity. 

• Created charts and reports to present to Sr. Management 

• Verified and tested adherence to Technology Risk governance 

• This was a five (5)-year project and completed by the staff. 

Project Budget Budget covered project start and end dates 
Summary of qualifications, to include 
knowledge of Fraud Analyst services, 
management, and supervisory responsibilities 

• Preparation of detailed investigation reports 

• Provided services around process and controls matrix, controls testing 
and the review and challenge of First Line testing methodology and 
results. 

• Collaborated with stakeholders to analyze investigations results, 
identifying trends and define typologies within the bank’s footprint that 
could harbor money laundering or terrorist financing activity 
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Project #2 – Name: Global IT Security 
Project Objective Provide controls, policy, and procedure testing, monitoring and enterprise risk 

management 

Project Start and End Dates 2017 - 2020 
Describe proposed staff role and 
responsibilities on each project, the length of 
the engagement, and if the proposed staff 
completed the engagement 

• Developed and updated DRP and BCP policies and procedures to ensure 
compliance with new regulations to close regulator audit findings report. 

• Worked with business teams to identify, document and provide 
governance of information risk models across the enterprise. 

• Provided QA and validation of enterprise information risk score changes 
to detect trends and annual refresh of the GISR score. 

• This engagement was completed. 

 
Project Budget Budget covered project start and end dates 
Summary of qualifications, to include 
knowledge of Fraud Analyst services, 
management, and supervisory responsibilities 

• Project resulted in increased use of the application risk score across the 
enterprise to assess and mitigate risk across 11 business units. 

 

Project #3 - Name SLOD (Second Line of Defense) Challenge and Oversight 
Project Objective Provide management and oversight of enterprise application information 

security risk assessments. 

Project Start and End Dates 2020 -  
Describe proposed staff role and 
responsibilities on each project, the length of 
the engagement, and if the proposed staff 
completed the engagement 

• Support ongoing strategic planning for IT Risk Management programs, 
policies, and procedure to ensure alignment with regulatory 
requirements. 

• Ongoing evaluation of IT and security controls 

• Project is ongoing 

Project Budget Project budgeted through duration of time 
Summary of qualifications, to include 
knowledge of Fraud Analyst services, 
management, and supervisory responsibilities 

• Document and provide governance of information risk models. 

• Work with stakeholders to remediate gaps and implement 
improvements in control design, process, and performance. 

• Compliance Risk Manager Responsibilities 
 

Note: The Bidder must provide DOR with resumes for the proposed resources. The resumes must outline how they meet 

or exceed the minimum requirements specified in this Work Request. 
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Ronald Sampson 

SUMMARY 

Experienced Information Security Controls Officer with more than 15 years of experience helping clients implement the tools and 
governance necessary particularly in the finance industry.  Strong skills in the management and oversight of enterprise application 
information security risk assessments, vendor assessments, compliance audits and evaluations in accordance with applicable IT 
process/risk/control frameworks (NIST, COBIT, ITIL, COSO).   
  

• Risk Assessment and Management • Information Security 

• Identity and Access Management  • Security Analysis 

• Compliance Management • Internal Audits 

 

PROFESSIONAL EXPERIENCE 

USAA, ITCSC Compliance Risk Manager Lead                       2020- Present  

Project:  Responsible for Enterprise IT Compliance conducting Second Line of Defense (SLOD) challenge and oversight. 

• SLOD management and oversight of enterprise application information security risk assessments, vendor assessments, 

compliance audits and evaluations in accordance with applicable IT process/risk/control frameworks (NIST, COBIT, ITIL, COSO). 

• Provided design and implementation of QA/QC processes through ongoing SLOD monitoring and testing of Information Security 

and Identity & Access Management (IAM) controls. 

• Conducted controls test planning and execution of controls testing in accordance with the banks established processes and 

procedures. 

• Support ongoing strategic planning for IT Risk Management programs, policies, and procedures to ensure alignment with 

regulatory requirements and risk reduction best practices. 

• Implemented strong project execution which resulted in an increase in completed risk assessments and build out of the Asset 
Management and Configuration Management Risk and Controls matrices. Additional results in an increased compliance with 
FFIEC and NYDFS regulations. 

Bank of America, Information Security Controls Officer              2017 – 2020 

Project:  Design and implementation of QA/QC processes through ongoing SLOD monitoring and testing of Information Security and 
Identity & Access Management (IAM) controls. 

• Managed a team of five (5) tasked with providing effective SLOD governance, monitoring and testing and communication across 
the organization. 

• Managed Global IT Security providing controls, policy and procedure testing, monitoring and enterprise risk management. 

• Developed updated Disaster Recovery Plan (DRP) and Business Continuity Plan (BCP) policies and procedures to ensure 

compliance with new regulations and best practices. 

• Results increased alignment and compliance with FFIEC and bank Disaster Recovery and Business Continuity rules and 

regulations which were used to satisfy and close regulator audit findings report. 

• Provided QA and validation of enterprise information risk score changes, quarterly analysis of changes to detect trends and 

annual refresh of the GISR score inputs/calculations to ensure the score is measuring risk of current threat environment. 
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• Worked with Business Controls Management & Readiness team to identify, document and provide governance of information 

risk models across the enterprise. 

• Project resulted in increased use of the application risk score across the enterprise to assess and mitigate risk across 11 business 

units. 

• Designed test plans/scripts and identified appropriate testing population and scope. 

• Identified gaps and implemented control improvements for operational excellence initiatives across the enterprise. 

Gallop Solutions, Information Security Consultant                  2012-2017  

Project:  Provided IT Consulting for several major banking clients (Bank of America, Chase, Citi & NationStar) to help implement 

process and controls matrix builds, controls testing and review and challenge of First Line testing methodology and results. 

• Performed IT/Data access risk assessments using corporate methodology to identify, document and communicate control 

deficiencies in processes and technology systems.  

• The results helped increase data security and lower data incidents based on adding additional controls and increasing oversight 

of enterprise systems and data. 

• Managed a team of 5 external consultants through the full audit cycle including identifying and testing key controls, processes, 

and key risk indicators in accordance with GTO Policy and Standards and/or ITIL framework and ISACA Control Objectives for 

Information and Related Technologies (COBIT). 

• These results provided a significant reduction of regulator audits in direct response to the design and effectiveness of controls 

testing program established by the team. 

 

EDUCATION & CERTIFICATIONS 

Rutgers University 

Bachelor of Arts, Communications 

• CDPSE - Certified Data Privacy Solutions Engineer since 1/28/2018 

• CISM (Certified Information Systems Manager) since 4/9/2020 

• CISA (Certified Information Systems Auditor), CIAM (Certified Identity and Access Manager) since 9/17/2020 
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PROPOSED STAFF REFERENCES: THREE (3) REFERENCES, FOR EACH PROPOSED STAFF. Please include the following in 
the order listed:  

Proposed Staff Name: Ron Sampson 

  

Question Guidacent Response 

Organization Name Bank of America 

Organization Website Address https://www.bankofamerica.com/ 

Contact Name and Title Carnis Jefferson, Audit Manager 

Contract Phone Number 704-458-5314 

Contact Email Address carnis.jefferson@gmail.com 

Name and Brief Description of the 
Project(s) IT Audit 

Bidder must also included signed 
Certifications and Assurances form 
Attachment B. 

Please see signed Certifications and Assurances form Attachment B 

 

Question Guidacent Response 

Organization Name Bank of America 

Organization Website Address https://www.bankofamerica.com/ 

Contact Name and Title Ayo Daniels, IT Controls Manager 

Contract Phone Number 614-596-6995 

Contact Email Address danofx1@yahoo.com 

Name and Brief Description of the 
Project(s) 

Cyber security and controls 

Bidder must also included signed 
Certifications and Assurances form 
Attachment B. 

Please see signed Certifications and Assurances form Attachment B 

 

Question Guidacent Response 

Organization Name Mondov Group 

Organization Website Address  

Contact Name and Title David Cox 

Contract Phone Number 862-201-9340 

Contact Email Address  turnipseed30@yahoo.com 

Name and Brief Description of the 
Project(s) 

Compliance Consulting 

Bidder must also include signed 
Certifications and Assurances form 
Attachment B. 

Please see signed Certifications and Assurances form Attachment B 
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